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2 Extended Enterprise

3 Communities Involved
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! Code Integrity

2 Image Integrity

3 Runtime Stack
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3 Release Provisioning
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! service level agreement

2 secure service oriented Software as a Service

3 Software as a Service

4 Harmonization

5> Cloud Operational Support System
¢ Virtualized Resource Management
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21 Steps to Improve Cyber Security of
SCADA Networks
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Recommended Practice: Creating Cyber
Forensics Plans for Control Systems (2008)
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Recommended Practice: Developing an
Industrial Control Systems Cybersecurity
Incident Response Capability (2009)
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Site Scripting (2007)
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Management of Control Systems (2008)
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Recommended Practice for Securing
Control System Modems (2008)
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Recommended Practice: Configuring and
Managing Remote Access for Industrial
Control Systems (2010)
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Catalog of Control Systems Security:
Recommendations for Standards Developers
(2011)
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in Depth Strategies (2016)
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Data Redaction

Data Security Modeling
Deep Inspection

Defense in-Depth

Design for Accountability
Design for Regulations
Digital Forensics
Disaster Recovery

Driver

Enterprise

Ethical Hacking
Exception management
Exploit

Extended Enterprise
Extensibility

False Positive

Firewall

Fraud Detection

Handing over Code
honeypot

Identity and Attribute Services (IdAS)
Identity Issuing

Identity Recertification
Identity Resolution Services

Identity Revocation

Identity, Access, and Entitlement
Management

In motion

Incident Management

infrastructure

Input Validation and Output Encoding
Interoperability

Intrupt
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Intrusion Detection

Iran Enterprise Architecture Framework (IEAF)

Logging

Logical data model
Loss

Malware

Metadata
Middleware
Mission-critical
Modularity
Non-critical
Non-normative flow
Normative flow
Openness

Orphan

Package

Patch

Payload

People

Personally identifiable information
Physical data model
Policy Adoption
Policy Authoring
Policy Awareness
Policy Deployment
Policy Socialization
Privacy
Provisioning

Public cloud provider

Radio-frequency identification (RFID)

Real-time

Record
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Release Provisioning
Remediation

Risk

Safety-critical

Schema

Security by Default
Security Event Correlation
Security Healthchecking
Security Intelligence
Security Reference Model
Service Desk

Session Management
Single Sign-on

Soft Enterprise

Stack

Supervisory Control and Data Acquisition

(SCADA)

Surveillance and Physical Monitoring

Threat

Threat Mitigation

Token

Trigger

Verification
Virtualization
Virtualization Technology
Vulnerability

Workflow
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