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I Software Development Lifecycle (SDLC)
2 Verification
3 Acceptance
4 Deployment
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» SP 800-36: Guide to Selecting Information Technology Security Products, (2003)
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» SP 800-35: Guide to Information Technology Security Services, (2003)
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3 il bl s 095 s 2 (SBASl Cocol Cp o ylo sl (sl sleial) ogad pol )8 ais (pl Ban
0903 el 0,l,8 sy oS soliiwl IEEE 802110 s lasbiwl 5l aislys oos a5 cunl IEEE 802,11
ssh <l NIST 800-97 s luliwl ,» wilgs o 4 IEEE 802.11i s lailewl ,o WWLAN oL
F B peis soges (s Bl aloz o 2 ) WLAN (6,5 S ay )0 coal (6l bbasliaross

» SP 800-47: Security Guide for Interconnecting Information Technology Systems,
(2002)
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» SP 800-46: Guide to Enterprise Telework, Remote Access, and Bring Your Own
Device (BYOD) Security, (2016)
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» SP 800-45: Guidelines on Electronic Mail Security, (2007)
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¥ Interconnection Security Agreement (ISA)

8 Memorandum of Understanding/Agreement(MOU/A)
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» SP 800-44: Guidelines on Securing Public Web Servers, (2007)
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» SP 800-41: Guidelines on Firewalls and Firewall Policy, (2009)
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» SP 800-40: Guide to Enterprise Patch Management Technologies, (2013)
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» SP 800-33: Underlying Technical Models for Information Technology Security,
(2001)
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» SP 800-31: Intrusion Detection systems, (2001)
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» SP 800-28: Guidelines on Active Content and Mobile Code, (2008)
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» SP 800-67: Recommendation for the Triple Data Encryption Algorithm (TDEA)
Block Cipher, (2012)
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» SP 800-38A: Recommendation for Block Cipher Modes of Operation: Methods
and Techniques, (2001)
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e Electronic Codebook (ECB)

e Cipher Block Chaining (CBC)
e Cipher Feedback (CFB)

e Output Feedback (OFB)

e Counter (CTR)
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» SP 800-38B: Recommendation for Block Cipher Modes of Operation: the
CMAC Mode for Authentication, (2016)

19 Triple Data Encryption Algorithm
I Data Encryption Algorithm
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» SP 800-38C: Recommendation for Block Cipher Modes of Operation: the CCM

Mode for Authentication and Confidentiality, (2007)
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> SP 800-22: A Statistical Test Suite for Random and Pseudorandom Number
Generators for Cryptographic Applications, (2010)
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12 Message Authentication Code
13 Counter mode
14 Cipher Block Chaining-Message Authentication Code
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» SP 800-20: Modes of Operation Validation System for the Triple Data
Encryption Algorithm (TMOVS): Requirements and Procedures, (2012)
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» SP 800-12: An Introduction to Computer Security, (2017)
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» SP 800-27: Engineering Principles for Information Technology Security (A
Baseline for Achieving Security), (2004)
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» SP 800-65: Integrating IT Security into the Capital Planning and Investment
Control Process, (2005)
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15 capital planning and investment control
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» SP 800-60: Guide for Mapping Types of Information and Information Systems
to Security Categories, (2008)
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» FIPS 180-4: Secure Hash Standard (SHS), (2015)
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» FIPS 197: Advanced Encryption Standard (AES), (2001)
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» FIPS 199: Standards for Security Categorization of Federal Information and
Information Systems, (2004)
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» SP 800-64: Security Considerations in the System Development Life Cycle
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» SP 800-61: Computer Security Incident Handling Guide
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» SP 800-37: Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach
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» SP 800-53A: Assessing Security and Privacy Controls in Federal Information
Systems and Organizations: Building Effective Assessment Plans

) eslr slegeme g Sge (sl Dbl Glag b slml ¢l plaglesal, 4l 4,85 (ol 5l s
ol il SOl lapitan ,0 oad wd S 5 a4 sl gla S sasu il slp b,
5 so ooliiul SP 800-53 o bl ;5 ol iy a3 giuiel (slo 7S (sl Lo ol g
iy Gl Oliblee

SleMbl g (5loaz )Ly g drmgs Jyius ol 31 0

i Sledbl cocwl @ jlai g Sb 1 Jatems a5 g0l 31 @

ol g pe o)l Jotns ol 31

it Sl Eoal (g 3lwoslyy Jgtas a5 sol,3l o

» SP 800-53: Recommended Security and Privacy Controls for Federal
Information Systems and Organizations
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» SP 800-18: Guide for Developing Security Plans for Federal Information
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» SP 800-50: Building an Information Technology Security Awareness and
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» SP 800-16: A Role-Based Model for Federal Information Technology
/Cybersecurity Training
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» FIPS 140-2: Security Requirements for Cryptographic Modules
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» SP 800-51: Guide to Using Vulnerability Naming Schemes
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» SP 800-56A: Recommendation for Pair-Wise Key Establishment Schemes Using
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» SP 800-68: Guide to Securing Microsoft Windows XP Systems for IT
Professionals: A NIST Security Configuration Checklist

XP ja0isg Cdlug,Sle slapimms Codsl ali jo Sledbl (5,5l lanse 4 SaS dw ol Bus







10855 [ ldos dl> po

g AB8ldrwgl phaw ;0 Sl bfg 0gb oo 00l 118 095 sl> ;0 OV gazs 5 plww @l 1o ol (o

Wgd oo il b LSl 6 )18le 5 5 s lEleSen Gl Grigren 509,500 planil ol s

3 el Glagaieils Callas 5l g all aily &l w0 ,Sles  pglan ek 4 Wb lesle

iy 5 et 455 50 (JAS Gl dlad 5 oSy Cupse S Jols plinebl ool sl Ay

51 5 s 2 55 ol e S (Lo S oo 90 | s el 5o 3 (i

S Sl yo ol ogill ol g Ol cpl cud wasl atils Jolegiaa 38l 5 o8l s,

el glas lastinl 1 cacd aslol jo el jeinse Ol 5l lebsl sly (65 50 (sacIlad 5l o

68 [Olas Al yo sl sl laslin 5l gancd i Jgoo

é)‘-bl-u&' G)Lo.&

Guide to Using Vulnerability Naming Schemes, Rev.1 (2011)

6)-.’.‘3‘-‘“"-*-‘”1 Lg)lfralj Lgl.mc).]o )| oolau 6‘)* @Lo.i.tbb

*** SP 800-51

Computer Security Incident Handling Guide, Rev. 2 (2012)

**SP 800-61
S P gealS ghiol B0lg> &y (S slosal,
Guide to Selecting Information Technology Security Products (2003)
* SP 800-36
Guide to Information Technology Security Services (2003)
. * SP 800-35
Sledbl (5 5k8 el (o gy sloial,
Generally Accepted Principles and Practices for Securing Information
Technology Systems (1996) * SP 800-14
Sl (5,58 (bt Cool sl (ogos ool atspndy Jool 5 b b,
Guidelines on Firewalls and Firewall Policy (2009)
] ] * SP 800-41
U‘ 6mel.a.u} 9 L}MJ‘ 0)19.".0 0)5./:' )\) ‘SDLQ@LQ.&‘)
Guide to Enterprise Patch Management Technologies Rev.3 (2013)
* SP 800-40




3 ylastiw! o6 3 ylusiliow! o Loy
Intrusion Detection systems
. * SP 800-31
So ansis slapa
Guidelines on Active Content and Mobile Code, V.2 (2008)
. * SP 800-28
Jolige a5 g Jlad lgime 5550 )0 Losal,
Performance Measurement Guide for Information Security, Rev.1 (2008)
** SP 800-55
SleMbl sl (5l 0 Sas yiomiw slosal,
Guide for Applying the Risk Management Framework to Federal Information
Systems: a Security Life Cycle Approach, Rev.1 (2014) *% Sp 800-37

J1sd DMLl g 5 (coms) S92m0 5 (15T ol 0 (pleal,

Assessing Security and Privacy Controls in Federal Information Systems and
Organizations: Building Effective Assessment Plans, Rev. 4 (2014)

Fye b)) slagyb

** SP 800-53A

Recommendation for the Triple Data Encryption Algorithm (TDEA) Block
Cipher, Rev.1 (2012)

* SP 800-67
Slaskad 1o, (TDEA) alFaw ssls 6,18 50y i, ol (6l (Slaogs
Recommendation for Block Cipher Modes of Operation: Methods and
Technigues (2001) * SP 800-38A
LSS5 5 b by glankad 5oy Slles slave sl Glavoss
Recommendation for Block Cipher Modes of Operation: the CMAC Mode for
Authentication (2016) * SP 800-38B
Cogajl >l sl CMAC we :glaaksd 5o, Slles sloss slp Glacogs
Recommendation for Block Cipher Modes of Operation: the CCM Mode for
Authentication and Confidentiality (2007) * SP 800-38C
Sle e g g3l >l 6l COM o glankd o, Slbas slose gl slaos
A Statistical Test Suite for Random and Pseudorandom Number Generators for
Cryptographic Applications, Rev 1a (2010) * SP 8§00-22
)50y 5325 sladaliy (6l (Bolas a5 (Bolai slacl alge s (5 kel (g05] a2 g0me S
Modes of Operation Validation System for the Triple Data Encryption Algorithm
(TMOVS): Requirements and Procedures (2012) * SP 800-20
ng}*’ﬁ) 9 uLo‘)J‘ (TMOVS) a8 aw ool 6)&’0) w.u)ﬂ‘ ‘_glj.v ‘ssl...l.a.c o W)LH-C‘ W
An Introduction to Computer Security, Rev.1 (2017)
* SP 800-12

FoepalS Soal y (slanai




3 ylaslivl pb 3 yluilow o ylouis
Contingency Planning Guide for Federal Information Systems, Rev.1 (2010)
SP 800-34
Jysd Sledbl slagitus Jlois! ol £439 530,400 » (sloial,
Security Requirements for Cryptographic Modules, 2001
j ** FIPS 140-2
&S50, slodgile sy (el by gaiesls
Secure Hash Standard (SHS) (2015)
* FIPS 180-4
ool Glep o o lasll
Digital Signature Standard (DSS), (2013)
* FIPS 186
JL.:.zlé slaxl o)L.\.SL'J....»‘
Advanced Encryption Standard (AES), (2001)
* FIPS 197
A iy (6,085 58, o skl
The Keyed-Hash Message Authentication Code(HMAC), (2008)
* FIPS 198
0dley =5 5lwpp 0y st ply (Zrwdlol oS

29 e el alo o Dlredss 4 oo il (nl 8550 50 st aslllae gl *

Db axzlpo el drngs [angs Dlondgs 4 oo bl (1 3590 50 i axllhae (sl **

*k*%

Deb anzlie b2l Al e Slodgs 4 las lbiul Gl 9550 5o yiioy aslllas sl

il 0als 0ols 7 8 (6 0SS TOldes Al o sl slao laibin) 51 S o Cond (ol yo

» SP 800-34: Contingency Planning Guide for Federal Information Systems
S Jlixl diol> £485 o5 a0l lp 1) Glaxde g bacos do fesdlygiws doal,
g_:l.s.Le.C 9 LS"LC)LE‘ Lgl.@w tS’l'?Ul} J.al.u uio.a g.,s99.o Sleludl .D)‘é o)Lw‘ J)L}‘ &SJ )‘ o SleMb|
s @lg3 0 Slose b K0 Dlpgan 1 oolaiwl b Sledlbsl pcws milgy 2b5L S0 cole G a
Cowl 39250 0,8 Sy 55 aw gl yols > o el plail g sl g, 3l eolatnl L Sledlsl

(S 3S e 003310 Gl (Dbl | slaptians 0B g ju 005 1S gy (§B v 1alo> ]




590 Elgil g Oledbol g Jloixl S0l £985 (550 ya0l 0 g Jiliie Lailgy jo 1) Sledlol Losaly) oyl

> g Shjle o pdydllasl ( Jlal dol> £43g slraslip 4y by o)) sl Co pae g ol

SledMbl spis 2b5,l w4 SIS gl sloadl) imen 020 o Wl e drwgl Sl

oo loxol ¢

3529 (wlas loools jloxe e slidl Gl g ploxl Canjob O jgo @) dl> o cpl ST 040 050l L

ol ol 5 Jgoz 40 Al e ol el slas lastinl 51 cacd aalol jo sl

sbowel al> o sl slasjlasbin 51 gewd 0 Jgo

S Sl gy Sl 8550 40 (oleaal,

Q)‘»\.SL».M)‘ PL; 0)‘.)5&.»3‘ o)l.o.w
Security Considerations in the System Development Life Cycle, Rev.2 (2008)
** SP 800-64
o damgs Sl 452 58 sl Sllasde
Guide to Selecting Information Technology Security Products (2003)
* SP 800-36
Sledbl (5 ,5l8 sl Y guame wlsl slasal,
Guide to Information Technology Security Services (2003)
. * SP 800-35
oMbl (5 5k8 el o gy sloial,
Generally Accepted Principles and Practices for Securing Information Technology
Systems (1996) * SP 800-14
SleMbl (5 )5L8 byt Cosal sl (oges 0l a8 ndy Jool 5 la o,
Security Guide for Interconnecting Information Technology Systems (2002)
* SP 800-47
SleMbl (5,5l slapinn Slbols)l gl cotal slosal,
Guide to Enterprise Telework, Remote Access, and Bring Your Own Device
(BYOD) Security, Rev.2 (2016) * SP 800-46
(BYOD) cari bolliws 3l oolaiwl g 499 ol 5l cuw s o ylojlus (6,559 Coal gl  oloual,
Guidelines on Electronic Mail Security, V.2 (2007)
* SP 800-45

" Disposal




Guidelines on Securing Public Web Servers, V.2 (2007)

* SP 800-44
9o Sloyg e g Soel 3590 53 (gleial,
Guidelines on Firewalls and Firewall Policy (2009)
. . * SP 800-41
Ol slawlw 5 (2510505 9,90 )0 ala losal,
An Introduction to Computer Security, Rev.1 (2017)
* SP 800-12
ol Coal p (glaonio
Engineering Principles for Information Technology Security (A Baseline for
Achieving Security), Revision A, Rev. A (2004) * SP 800-27

S| (5,518 el (5l (wiige Jpo!




