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Bring Your Own Device (BYOD) Security, Rev.2 (2016)
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» NIST SP 800-53: Security and Privacy Controls for Federal Information
Systems and Organizations, Rev 4, ( 2013)
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> NIST SP 800-53A: Assessing Security and Privacy Controls in Federal

Information Systems and Organizations, (2014)
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Guide, Rev 2, (2013)
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> NIST SP 800-94: Guide to Intrusion Detection and Prevention Systems
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» NIST SP 800-125B: Secure Virtual Network Configuration for Virtual
Machine (VM) Protection, (2016)
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> NIST SP 800-128: Guide for Security-Focused Configuration

Management of Information Systems, (2011)
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» NIST SP 800-127: Guide to Securing WiMAX Wireless Communications,
(2010)
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> NIST 800-150: Guide to Cyber Threat Information Sharing, (2016)
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> NIST SP 800-153: Guidelines for Securing Wireless Local Area
Networks (WLANS), (2012)
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»> NIST SP 800-175A: Guideline for Using Cryptographic Standards in the

Federal Government: Directives, Mandates and Policies, (2016)
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» NIST SP 800-175B: Guideline for Using Cryptographic Standards in the
Federal Government: Cryptographic Mechanisms, (2016)
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» NIST SP 800-184: Guide for Cybersecurity Event Recovery, (2016)
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» SP 800-171: Protecting Controlled Unclassified Information in Nonfederal
Systems and Organizations, Rev 1, (2016)
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> FIPS 199: Standards for Security Categorization of Federal Information
and Information Systems, (2004)
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» FIPS 200: Minimum Security Requirements for Federal Information and

Information Systems, (2006)
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» FIPS 140-2: Security Requirements for Cryptographic Modules, (2001)
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» ISO/IEC 27033: ISO/IEC 27033:2010+ Information technology —
Security techniques — Network security, (2010)
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> ISO/IEC 27035: Information technology — Security techniques —

Information security incident management, (2016)
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> ISO/IEC 27039: Information technology — Security techniques —

Selection, deployment and operation of intrusion detection and
prevention systems (IDPS), (2015)
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» RFC 4130: MIME-Based Secure Peer-to-Peer Business Data Interchange
Using HTTP, Applicability Statement 2 (AS2), (2005)
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» RFC 4033 :DNS Security Introduction and Requirements, (2005)
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> RFC 4034: Resource Records for the DNS Security Extensions, (2005)
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» RFC 4035: Protocol Modifications for the DNS Security Extensions,
(2005)
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» RFC 4398: Storing Certificates in the Domain Name System (DNS),
(2006)
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» RFC 4255: Using DNS to Securely Publish Secure Shell (SSH) Key
Fingerprints, (2006)
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» RFC 7671: The DNS-Based Authentication of Named Entities (DANE)

Protocol: Updates and Operational Guidance, (2015)
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» RFC 7513: Source Address Validation Improvement (SAVI) Solution for
DHCP, (2015)
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» RFC 7610: DHCPv6-Shield: Protecting against Rogue DHCPvV6 Servers,
(2015)
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» RFC 6353: Transport Layer Security (TLS) Transport Model for the
Simple Network Management Protocol (SNMP), (2011)
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» RFC 7454: BGP Operations and Security
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Server-Side State, (2008)
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» RFC 7301: Transport Layer Security (TLS) Application-Layer Protocol
Negotiation Extension, (2014)
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» RFC 6242: Using the NETCONF Protocol over Secure Shell (SSH),
(2011)
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» ETSI TS 133 220: DIGITAL CELLULAR TELECOMMUNICATIONS

SYSTEM (PHASE 2+) (GSM)/ UNIVERSAL  MOBILE
TELECOMMUNICATIONS SYSTEM (UMTS)/ LTE/ GENERIC
AUTHENTICATION  ARCHITECTURE  (GAA)  GENERIC
BOOTSTRAPPING ARCHITECTURE (GBA), (2016)
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» ETSI EN 300 175-7: Digital Enhanced Cordless Telecommunications

(DECT)/Common Interface (Cl)/ Part 7: Security features, (2015)
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» |EEE 2600-2008: IEEE Standard for Information Technology: Hardcopy
Device and System Security, (2010)
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» RFC 5246: The Transport Layer Security (TLS) Protocol, (2008)
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» Authentication and Authorization for Constrained Environments (ACE),
(2016)

4 a5 Wls 5l pdy Bllasil 5 gy (ejeme Jo ol S A Lot Syl anwgs slagy b Sl (S

AL god dnly o yiwd 1S sl Ll (g0 Sy

L ooisme wsml> o olsie 4 OAUth 2.0 5l eslinul Sisk> IETF ACE (5 09,5

Glp 1y oo asbis cical o ol ) SO amis 10 S o iy | (10T) Losl i il 5 scmsdnngs

3,59l o0 ol ped as Ltl 6 il slaelSiws

> ISO/IEC 27000-series: provides a privacy framework, (2016)
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> eXtensible Access Control Markup Language (XACML) TC, (2013)
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» ISO/IEC 29100:2011 provides a privacy framework, (2011)
2 et ol ol I cbla> ly 1) YU maw )l SOl 0 o laslnl ol

Glodiz 5 55 ogas anz S lulivl ) S e wal Sl 5 Sledl (g5l sl
4 (poyat > oe)lr wed e Sl IS popat i oz lr 0]y Gla) 9 (B Slele
e ololis SOl pogas gy, Lis Sl ogel sasie gz blejle 4 SaS slats
P PR du."!)f )Ja.’ 30 J.nb d)‘}a d.L:.ws L quLu)‘ 9 uLC)Ua‘ djﬁh’é .Ia.ou sS.’ O s»)s.‘}

oy m @l sl S o5l axie @

wared glolis Sledbl Gilsy o LcoOT Sl i g 5k e @

odd ASLD pogaz > Jyol 4 glr)l o




o 64—’.&&)9.; G‘f‘)-b cd)l.w 54.3.@‘." cQ.:.:.’." )O ):S)O 6[.%&[.0}[.») 9 ‘55.:.5.7' uol.’ﬁw‘ ‘5‘).3 t))‘u.\.;L;.w)‘ Q.)“

» XML Key Management Specification, (2005)
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» |EEE: IEEE Cyber Security for the Smart Grid, (2013)
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