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2 Industrial Control System (ICS)
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» NERC CIP (Critical Infrastructure Protection)
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» |IEC Technical Committee 57: Power systems management and associated
information exchange
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» American Petroleum Institute (API) Standard 1164, “Pipeline SCADA
Security”, Second Edition
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» |EEE 1686- IEEE Standard for Substation Intelligent Electronic Devices
(IEDs) Cyber Security Capabilities
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» |EEE P1711 - Standard for a Cryptographic Protocol for Cyber Security of
Substation Serial Links
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> |EEE P1711.3 - Standard for Secure SCADA Communications Protocol
(SSCP)
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» |EEE 1815- IEEE Standard for Electric Power Systems Communications-
Distributed Network Protocol (DNP3)
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» Catalog of Control Systems Security: Recommendations for Standards
Developers
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16 Distributed Network Protocol (DNP3)
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» Control Systems Cyber Security: Defense in Depth Strategies
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» Cyber Security Assessments of Industrial Control Systems
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17 Center for the protection of national infrastructure (CPNI)



https://ics-cert.us-cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
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» 21 Steps to Improve Cyber Security of SCADA Networks
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» Recommended Practice: Creating Cyber Forensics Plans for Control Systems
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» Recommended Practice: Developing an Industrial Control Systems
Cybersecurity Incident Response Capability
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» Recommended Practice Case Study: Cross-Site Scripting
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» Recommended Practice for Patch Management of Control Systems
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» Recommended Practice for Securing Control System Modems
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» Recommended Practice: Configuring and Managing Remote Access for
Industrial Control Systems
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» Firewall Deployment for Scada and Process Control Networks
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» NESCOR Guide to Penetration Testing for Electric Utilities
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» Object Linking and Embededding (OLE) for Process Control (OPC) standards
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» American Gas Association (AGA) Standard 12, “Cryptographic Protection of
SCADA Communications”
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» RFC 6272 - Internet Protocols for the Smart Grid
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» MTRO070050- MITRE TECHNICAL REPORT: Addressing Industrial Control
Systems in NIST Special Publication 800-53
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