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I Global Positioning System (GPS)
2 Near Field Communications (NFC)
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» SP 800-114: User’s Guide to Telework and Bring Your Own Device
(BYOD) Security
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» SP 800-46: Guide to Enterprise Telework, Remote Access, and Bring
Your Own Device (BYOD) Security
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» SP 1800-1: Securing Electronic Health Records (HER) on Mobile

Devices
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» SP 800-163: Vetting the Security of Mobile Applications
oy (5l (63,57 Glaaslyy axwgi @y pladl 255 g SlaanTd Joged slp laplojl |03
03,91 0939 v |, (Sloghll el e byl GLlje 9929 b (68,0,I5 (slaasli pp oyl 5l eolasiwl .asles S
ool SLell 65,15 slaanl s (slacs iy 5l 236 Shbs 2alS gl ol bagylejle .ol
by ollll onl coley 5l plisbl Jpam sl (nl Coel b, AT ied dawg 1) 055
Slstallss Jolss 5 015 T )57 (sloanliyy (g2 T3 ol p (b 058 12l (60,5 slaaels
al,d ol Wb o ol guiel sl gainili b (60,05 sladal p sillay e i gl laeodled
slwl sl p (spgee sl diw (plael Bl pas b B8y el e o] iow 9o Julls
pae b (hpdy g deliyy Cod anl @ aizes st (ol S e o S |y el (60,05 slaaali
Flss ol gloosls s al>yo Jsbo y0 boaslyy Cotal b Ly slodrogs 9 Pl o] G ndy
yoxt 5108 5 3,0l Jalepins slog pdycanl s @ly 5055 slo)lhl (e oS 4 by ye

S e ol

» SP 800-101: Guidelines on Mobile Device Forensics
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3 Applications vetting process
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» SP 800-124: Guidelines for Managing the Security of Mobile
Devices in the Enterprise, June 2013
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» SP 800-164: Guidelines on Hardware-Rooted Security in Mobile
Devices, October 2012
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» SP 1800-4: Mobile Device Security: Cloud and Hybrid Builds,
November 2015
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> NISTIR 7387: Cell Phone Forensic Tools: An Overview and
Analysis, March 2007
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» NISTR 8040 :Measuring the Usability and Security of Permuted
Passwords on Mobile Platforms, April 2016
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> NISTR 7981: Mobile, PIV, and Authentication, March 2014
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» NISTIR 7290: Fingerprint Identification and Mobile Handheld

Devices: An Overview and Implementation, March 2006
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> NISTIR 7206: Smart Cards and Mobile Device Authentication: An

Overview and Implementation, July 2005
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» NISTIR 8136: Mobile Application Vetting Services for Public Safety,
June 2016
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» NISTIR 8080: Usability and Security Considerations for Public
Safety Mobile Authentication, November 2015
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» NISTIR 7200: Proximity Beacons and Mobile Device
Authentication: An Overview and Implementation, June 2005
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» ITL BULLETIN: Guidelines for Manage the Security of Mobile
Devices, July 2013
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